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Introduction

TDMS offers the ability to configure authentication through Single Sign-On (SSO).
Enabling SSO offers administrators the ability to manage all their users and roles from their own Azure AD.
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Requirements

If you want to setup Single Sign-On (SSO) you need to meet the following requirements:

- Have administrator access to your TDM5 environment
Administrator access to your Azure AD
- Have groups setup in AD to synchronize
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Create your Azure application

1. Loginin as an administrator in your Azure portal: https://portal.azure.com/

2. Navigate to ‘App Registrations’.

Microsoft Azure ‘ 0 app registrations

All Services (39)

Azure services

T 11 Services
T
[

uem . i
88% App registrations

Create a App
resource registratic

@ App Services

EE Event Grid Partner Registration

3. Create a new ‘App Registration’.

Home >

App registrations =

‘ + New registration ‘@ Endpoints &K T

4. Give your application a name and select that it is available for your Tenant only. Now click ‘Register’.

Register an application

“ Mame

The user-facing display name for this application (this can be changed later),

TDMS 550

Supported account types

Who can use this application or access this API7
@ Accounts in this organizational directory only (TDM Signage only - Single tenant)
O' Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Kbox)

O Personal Microsoft accounts only

Help me choose...
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5. Afterthe appis created it opens the ‘App Overview’. Navigate to ‘APl Permissions’ in the left bar.
# Overview
&4 Quickstart
#" Integration assistant
7% Diagnose and solve problems
~ Manage

=

== Branding & properties
3 Authentication
Certificates & secrets

!I! Token configuration

I <+ API permissions

&b Expose an API

24 App roles

Al Owners

ar» Roles and administrators
M anifest

» Support + Troubleshooting

6. Nextselect “Add a permission”. In the pop-up select “Microsoft Graph”. Next select “Delegated
permissions”.
In the next menu select the following permissions, and after press “Add Permissions”:
- Email
- Openid
- Profile
- User.read

Now Press “Add a permission” again, select “Microsoft Graph” and now choose “Application Permissions”.
In the next menu choose the following permissions and press “Add Permissions”:

- Domain.Read.All

- GroupMember.Read.All

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

= Add a permission  ~ Grant admin consent for TDM Signage
API / Permissions name Type Description Admin consent requ... Status

v Microsaft Graph (6)

Domain.Read.All Application Read domains Yes @ Granted for TOM Signage ===
email Delegated  View users' email address No @ Granted for TOM Signage ===
Grouphiember.Read.A Application  Read all group memberships Yes @ Granted for TOM Signage  »+»
openid Delegated  Sign users in No @ Granted for TOM Signage ==+
profile Delegated  View users' basic profile Mo @ Granted for TOM Signage ===
User.Read Delegated  Sign in and read user profile No @ Granted for TOM Signage ==+

To view and manage consented permissiens for individual apps, as well as your tenant’s consent settings, try Enterprise applications.
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7. Finally press on “Grant admin consent for <Tenant Name>" to grant permissions for your tenant.

Configured permissions

ALERLACrS e
il the parmissio

shoreed 10 call AP when thiry ane granted penmessiond by users/admens a5 pari of the cordenm process. Tha lst of conligured permi
the applcation nasds. Le: £ ons and consent

1= acd & permissoll + Geant admin consent fo

AP Aame Type Adimiin COnent fequ_.  Status

B 2

s Dtegaied Vi users’ emanl address

e Application  Read

group membarships s

Debeguted

Dwbegaied  View users’ basic profile

-]
-]
-
© Gon
-]
ot R Delegated  Sign in and read uses profile L]

T view and manage consented permingions for individual apps. &s well 53 your tenant's consent settings, try Enterprine app

8. Now navigate to “Token configuration” in the left bar.

A Search ¢«

R Overview
4 Quickstart
# Integration assistant
#4 Diagnose and solve problems
~  Manage
E= Branding & properties
-:1) Authentication

Certificates & secrets

I {I! Token configuration I

==+ APl permissions

& Expose an AP

B2 App roles

&8 Owners

ar. Roles and administrators

M Manifest

> Suppert + Troubleshooting

Select “Add optional claim”, in the pop-up choose for token type “ID”, claim “email”. Next press ‘Add’.

10. Now select “Add groups claim”, in the pop-up select “Security Groups”, and below SAML make sure this is

set to “Group ID”. Now press Add to add the claim.

This should now look like below:
Optional claims

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more 7'

-+ Add optional claim  —+ Add groups claim

Claim 1 Description Token type T.
email The addressable email for this user, if the user has one D
groups Optional formatting for group claims ID, Access, SAML
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11. For the next step we navigate to ‘Authentication’.

B Overview

&4 Quickstart

;»,‘ Integration assistant

74 Diagnose and solve problems
" Manage

= Branding & properties

5) Authentication W

Certificates & secrets

1! Token configuration

&

API permissions

-

Expose an AP

App roles

L T

12. Select “Add a platform”, and choose for “Web”.

Web applications

B v

& Got feedback?

Platform configurations

Build, host, and deploy a web server Confi
application. .NET, Java, Python and ¢
Depending on the platform cr device this application is targeting, additional configuration may be required such as Javas

redirect URIs, specific authentication settings, or fields specific to the platform.

|- Add a platform

Supported account types

Mobile and desktop applications

. 105 / mac0S '|

Objective-C, Swift, Xamarin Java,

Who can use this application or access this API?

(®) Accounts in this organizational directory only (TDM Signage only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

Help me decide...

13. Enter the Redirect URL: https://tdm5.tdmsignage.com/signin-oidc-{client-id}.
The client-id can be found on the ‘Overview’ page of the Azure application. Make sure the checkbox for ID
tokens is also enabled.

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

Web Quickstart  Docsc?  [i]
Redirect URIs
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect

URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions 7

| hitps://tdms tdmsignage.com/signin-cidc-{client-id} | ]

Add URI

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.

e.g. https://example.com/logout v

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes 3 web AP| via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

select the tokens you would like to be issued by the authorization endpoint:

[ Access tokens fused for implicit flows)

| ID tokens (used for implicit and hybrid flows)
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14. In case you forgot to enable the ID Tokens in the previous step, you can still enable this in the
‘Authentication’ menu.
& Branding & properties Select the tokens you would like to be issued by the authorization endpoint:
D Access tokens (used for implicit flows)
5) Authentication ¥
ID tokens (used for implicit and hybrid flows)

Cartifiratac & carratc

15. Next Navigate to the menu “Certificates & Secrets”.
& overview
Quickstart
” Integration assistant
X Diagnose and solve problems
' Manage

Branding & properties

3 Authentication

I Certificates & secrets I

{1} Token configuration

16. Select the “Client secrets” submenu, and choose to create a new client secret. Give your secret a
description, and choose an expiration date and press “Add”. The shorter the date, the faster you will need to
create a new secret, and update your configuration in TDM.

After creation, copy down the key in the “Value” column. You can only see this value now, on later visits you
can only see the first three characters to help identity your secret.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Description Expires Secret ID

Secret 10/19/2026 31be2b69-5034-46af-b666-037ac2d46f37 [ [H]

17. Next navigate to the main overview.
| ' search | @

i overview

Quickstart
#  Integration assistant
#% Diagnose and solve problems
' Manage
B EBranding & properties
—:’) Authentication

Certificates & secrets

18. Note down your Application (client) ID and your Directory (tenant) ID as we will need these, together with
the client secret, to configure SSO in TDM5.

= Essentials

Display name : TDM5 S50

I Application (client) ID :ﬁl
Object ID I
Directory (tenant) ID ]

Supported account types : My organization only
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How To configure SSO in TDM5:

1. Loginin as an administrator in your TDM5 portal and go to your ‘My Environments’ page.

1]

myprofile@tdmsignage.com v

revoke
myprofile@tdmsignage.com

I &) My environments I
: £y

&) Edit Profile

C—) Log out
Jiew

2. Select the SSO configuration menu in the sidebar.

TDM

DESIGNER

>

Next fill in the Client ID and Secret from the App which we created in Azure. For the authority fill in the
following URL: “https://login.microsoftonline.com/<tenantID>" where <tenantID> is the ID of your Azure
tenant which we also found during the creation of the Azure application. Afterwards press ‘Save and

Check’.

Set up your single sign on

On this page you are able to setup single sign on, you first need to create a

© A valid single sign-on connection has not been established yet

Connection settings
Authority
https://login.microsoftonline.com/<tenantiD>

Client ID

<Client-1D>

Client Secret

<Client-Secret>
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4.

If all credentials are correct, the settings will be saved and there will be SSO options to configure.
- In the domain settings, you can add or remove the domains of the users you would like to be able to

login with SSO.

The domains configured here are used to determine if a login attempt should use SSO or not.

- In Role management you can select the role from Azure AD which you would like to link to TDM5. The
following field determines to which environment these users should have access too. At the end of the

link you can configure which role these users should receive in the environment.

Connection settings Domain settings

Select the domains you would like to incarporate into your Single sign-on configuration

If users within your selected domain a

Single sign-on

Role management

AzureAD group Gets access to environment With role

TDMS5-55C Everyone has the same role i drministrator

Finally press ‘Save and check’. Your SSO configuration is now set up.
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Iready registered, they can also be migrated to instead authenticate through



